Ilpunoscenue Ne2.
NudpopmannoHHasi mamMATKA 1JIA 00yYAOIIMXCH AJI51 pa3MelleHus Ha
opuuuanbHbix UHTEpHET-pEcypcax

C KaXkJIBIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBHUTHCS OOJIBIIIE, A IITKOJIBHUKW OJTHH U3
caMbIX aKTHBHBIX I0JIb30BaTeNe Pynera. Mexay TeM, TOMHMO OIPOMHOTO
KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOIEMBbl. JTa MaMsITKa JT0HKHA
IOMOYb TeOe 0€30ITacCHO HaXOJUTHCS B CETH.

KommnerorepHsie BUPYChI

KoMIbroTepHbIli BUPYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX MPOrPaMM,
OTINYUTEIHHON OCOOCHHOCTHIO KOTOPOU SIBISIETCS CIIOCOOHOCTH K pa3MHOXKEeHUIO. B
JOMOJHEHUE K ’TOMY, BUPYChl MOTYT HOBPEIUThH WU MOJHOCTHIO YHUUYTOXKUTH BCE
(aiiibl U 1aHHBIE, TOJIKOHTPOJIbHBIE MOJIb30BATEN0, OT UMEHU KOTOPOro ObliIa
3ammynieHa 3apaxEéHHas IporpaMmma, a TaKkKe IOBPEAUTh WIN JaXKe YHUUTOXKUTh
OTIEpaIMOHHYIO CUCTEMY CO BceMU (paiiinamu B LiejaoM. B GobpIMHCTBE CiiydaeB
pacupoCTPaHsAIOTCS BUPYChl UEPE3 UHTEPHET.

MeTonbl 3aIUTEl OT BPEAOHOCHBIX IIPOrPAMM:

1. Mcnions3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHD
3aIIMUTHI OT BPEJAOHOCHBIX MTPOTPAMM;

2. IlocTosiHHO ycTaHaBIMBAM MayTH (LM(PPOBBIE 3AIIATKH, KOTOPhIE aBTOMATUYECKH
YCTaHABJIMBAIOTCS C LIEJIbIO T0PaOTKU MPOrpaMMbl) U Ipyrue OOHOBIIEHUS CBOEH
orneparmoHHo# cucteMbl. CkauuBail MX TOIBKO ¢ O(UIIMATBHOTO caifTa pa3padoTynKa
OC. Ecnu cymiecTByeT pexuM aBTOMaTHYECKOTO OOHOBJICHHUSI, BKJIFOUH €T0;

3. PaboTail Ha cBOEM KOMIIBIOTEpE MOJ1 TPaBaMH IOJIb30BATENS, @ HE aIMUHUCTPATOPA.
DT0 HE MO3BOJIUT OONBIIMHCTBY BPEJOHOCHBIX MPOTpaMM HHCTAIMPOBATHCS HA TBOEM
[IEPCOHAJILHOM KOMIIBIOTEPE;

4. Vlcnonp3yil aHTUBUPYCHBIE ITPOrPaMMHBIE MPOAYKTHI U3BECTHBIX TPOU3BOJIUTENIEH, C
aBTOMATUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanunub GU3NUECKU JOCTYN K KOMIBIOTEPY JIJIsl IOCTOPOHHUX JIULL;

6. Ucnonp3yil BHENTHUE HOCUTENW UH(GOPMAITUH, TaKue Kak ¢uielika, TMCK uin (haii u3
MHTEPHETA, TOJIBKO U3 MPOQPEPEHHBIX UICTOYHHUKOB,

7. He oTKpbIBail KOMIBIOTEPHBIE (paiiiibl, TOJYUYEHHbBIE U3 HEHAJEKHBIX UCTOYHUKOB.
Jaxe Te (aitsibl, KOTOpbIE MPUCTAT TBOM 3HAKOMBIN. JIyyIlie yTouHH y HEro, OTIPaBIIsI
JIM OH Te0e uX.

Cern WI-FI

Wi-Fi - 5T0 He Buj nepeiayn JaHHBIX, HE TEXHOJIOTHSI, a BCEr0 JIMIIb OpeH I, MapKa.
Eme B 1991 rony Hunepnanackas koMmanus 3apeructpupoBana 6peran « WECA», uto
ob6o3nauaio cioBocodetanue « Wireless Fidelity», koTopbrit mepeBouTCs Kak
«OecrpoBOIHASI TOYHOCTHY.

Jlo Hamero BpeMeHu Jo1a apyras abopeBuaTypa, KoTopas SBISeTCS TaKOU ke
TexHoyoruei. 1o abbpeBuarypa « Wi-Fi». Takoe HazBaHue ObUIO JaHO ¢ HAMEKOM Ha
CTaHAapT BhICIINI 3ByKOBOM TexHHKH Hi-Fi, 4To B mepeBojie 03Ha4aeT «BhICOKAs
TOYHOCTBY.



Jla, GecriaTHBIA MHTEPHET-AO0CTYI B Kae, OTENAX U adponopTax sSBISETCS OTIMUHOM
BO3MOXHOCTBIO BbIXOJ]a B UHTEpHET. HO MHOTHE 3KCTIepThl CUUTAIOT, YTO
obmenoctynueie WiFi ceTn He SBISIOTCS 0€30MacHBIMHU.

CoBeTbl 110 0€301acHOCTH paboTe B O0IIEAOCTYIIHBIX ceTssx Wi-fi:

1. He nepenapaii cBoro quuHyio nHpopManuio uyepes oomenoctymasie Wi-Fi cetu.
PaboTas B HUX, *enaTelIbHO HE BBOJUTH NApOJIHU A0CTYIA, IOTUHBI U KaKHEe-TO HOMEPA;
2. Ucnionb3yit 1 OOHOBJISIH aHTUBUPYCHBIE ITpOrpaMMBbl U OpaHaMayep. Tem cambIM Thl
obOe3omnaculllb ce0s OT 3aKaYKU BUpYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonbzoBannu Wi-Fi otkimoun gyHkiuio «O0muit moctym k dhaiinam u
npuHTepam». J[anHas GyHKITHS 3aKphITA IT0 YMOITYAHHIO, OJJTHAKO HEKOTOPHIE
MOJIB30BATENIM AKTUBUPYIOT €€ 711 y100CTBA UCIIOJIb30BaHUS B paboTe i yuebe;

4. He ucnonw3yit myonuunsii WI-FI 1ns nmepegaun TMYHBIX TaHHBIX, HAIIPUMED IS
BBIXO/Ia B COITMATBHBIC CETH WM B SJIEKTPOHHYIO TIOUTY;

5. Unmonb3yii Tonpko 3amuiiienHoe coeauaenue uyepes HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBoaAM UMeHHO «https://»;

6. B moOmisHOM Tenedone otkimoun GyHkiuio «Iloakmouenne k Wi-Fi
aBTomMaTudeckun». He momyckait aBTOMaTHYECKOTO TOIKIIOYEHHS YCTPOMCTBA K CETSAM
Wi-Fi 6e3 TBoero coriacus.

CounaibHbIe CETH

CounasibHbI€ CETH aKTUBHO BXOJIAT B HAITY KU3Hb, MHOTHE JIIOJIU PA0OTAIOT U KUBYT
TaM IOCTOSTHHO, a B Facebook yxe 3aperucrpupoBan MusLTHAp] YEIOBEK, YTO SBISETCS
OJHOM CEIbMOM BCEX JKUTEJEH IUIAHEThI. MHOTME MOJIB30BATENN HE IOHUMAKOT, YTO
nH(popmarlusi, pa3MeIeHHass UMHU B COITUATBHBIX CETSIX, MOXKET ObITh HalJIeHA U
HCIIOJIb30BaHA KEM YTOJIHO, B TOM YHUCJIE HE 00513aTEIbHO C OJariMu HaMEPEHUSAMH.
OCHOBHBIE COBETHI 110 OE30MACHOCTH B COITUATILHBIX CETSX:

1. Orpanuub CUCOK Jpy3eil. Y Te0s B IPY3bsiX HE JOJDKHO OBITh CIIyYailHBIX U
HE3HAKOMBIX JIIOJICH

2. 3amuinaii CBOX YacTHYIO *u3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy
TBOETO POXKJCHUSA U JAPYTYIO JUUHYIO HH(GOPMAIINIO. 3TTOYMBITIUICHHUKU MOTYT
MCIIOJIH30BaTh Jake MHPOPMAIIUIO O TOM, KaK Thl ¥ TBOU POJIUTEIH TUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amminai cBOO pEnmyTaIMIo - IEPKH €€ B UUCTOTE U 3a7aBail cebe BOMpoC: XOTes Obl
ThI, YTOOBI APYTHE MOIB30BATEIN BUIEIH, YTO ThI 3arpyxaeib? [Togymail, npexae
YeM YTO-TO ONyOJIMKOBATh, HAMMKCATh U 3arpy3UTh;

4. Eciii Tl TOBOPHILB C JIFOJbMH, KOTOPBIX HE 3HAEIIb, HE UCITOJIB3YH CBOE PEAIbHOE
UMsI ¥ IPYTYIO JIMYHYIO UH()OPMALIMK: UMSI, MECTO JKUTEJIbCTBA, MECTO y4eObl U MpOoUee;
5. N36erait pazmemienus ¢pororpaduii B UnTepHeTe, riae Tl H300pakeH Ha MECTHOCTH,
0 KOTOPOM MOYHO OIPEAEIIUTh TBOE MECTOTIOJI0KEHHUE;

6. [Ipu peructparu B COIMAIBHON CETH HEOOXOIMMO UCIIOJIB30BaTh CIIOKHBIC MTAPOJIH,
cocrosime u3 OykB 1 Udp U ¢ KOTMIECTBOM 3HAKOB HE MEHee §;

7. 71t conManbHOM CeTH, TTOYTHI U IPYTUX CAUTOB HEOOXOIMMO MCTIOJI30BaTh pa3HbIC
naposu. Toraa ecnu Te0s B3IOMAIOT, TO 3I0YMBINUICHHUKY MOJIyYaT TOCTYI TOIBKO

K OJJHOMY MECTY, a HE BO BCE Cpasy.



DJIIEKTPOHHbIE JIEHbI U

DNEeKTPOHHBIE IEHBI'M — 3TO OUY€Hb YAOOHBIN cIOCO0 MmiIaTexei, 0JJHAKO CYIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST MOJYYUTh ITH JICHBIU.

DNeKTpOHHBIE IEHBI'M MOSBUIMCH COBCEM HEJIABHO M UMEHHO M3-3a 3TOT'0 BO MHOTHX
rocyJapcTBax 70 CUX MOp HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun e onr PyHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJ€ UX
pa3lessAoT Ha HECKOJIbKO BU/IOB - aHOHUMHBIE M HE aHOHMMHBIE. Pa3HuIla B TOM, 4TO
AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peniaeTcsi IPOBOIUTE orepanuu 0e3
UIeHTU(UKAITNH TI0JTb30BaTENIs, & B HEAHOHUMHBIX UIACHTU(DUKAIINH TIOJTH30BaATEIIS
ABJISIETCS 00SA3aTEIbHOM.

Taxoke ciemyeT pa3nuuath AIEKTPOHHBIE (MATHBIC NIEHBIY (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) 1 AJICKTPOHHBIE He(UATHBIC ICHBIY (HE paBHBI TOCYAAPCTBEHHBIM BATIOTAM).
OcHOBHBIE COBETHI IO 0€30MaCHOM padOTE C AAEKTPOHHBIMU JIEHbIaMU:

1. IlpuBsku K c4eTy MOOMIIBHBIN TenedOoH. DTO caMblil YI0OHBIM U OBICTPBIM CIOCOO
BOCCTAHOBUTH JOCTYI K cueTy. [IpuBs3aHHbIil TenedhoH MOMOXKET, eclii 3a0yAellb
CBOM IUIATEKHBINA MapOJib WIM 3aiAeUIb HA CAaUT C HE3HAKOMOTI'0 YCTPOMUCTBA;

2. Ucnonb3yit ogHOpa3oBklie napoiu. [locie nepexo/ia Ha yCUIIEHHYIO aBTOPU3ALUIO
Tebe yke He OyJIeT yrpoKaTh OMacHOCTh KPaXKU WJIM TMepexBaTta MIaTeKHOTo MapoJis;
3. BriGepu crnoxxsbid apodib. [Ipectynurukam OyeT He MPOCTO yTraaTh CIOKHbBIN
napoJib. HagesxHple mapoiym — 3TO MapoJik, KOTOPBIE COIEPKAT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B C€0s1 CTPOUYHBIE U MPOMHUCHBIE OYKBBI, HU(PPHI 1 HECKOJIBKO CUMBOJIOB,
TaKue KakK 3HaK Joiiapa, pyHTa, BOCKIUIATEIbHBIN 3HaK U T.11. Hampumep, StRONQ!;;
4. He BBOY CBOM JIMYHBIE JAHHBIE HA CAUTaX, KOTOPHIM HE JIOBEPSICUIb.

DIIEKTPOHHAS MTOYTa

DJIEKTPOHHAS NTOYTA — 3TO TEXHOJOTHS U MPEIOCTABISIEMBIE €10 YCIYTH IO MTEPECHUIKE
Y TIOJTyYEHUIO 3JIEKTPOHHBIX COOOIIEHUHN, KOTOPbIE pacClpeestoTCsl B KOMIIBIOTEPHON
CETH.

OOBIYHO 3JIEKTPOHHBIHN MOYTOBBIN SIIUK BBITISIUT CIACAYIOLIMM 00pa3oM:
UMs_TI0Jb30BaTeNII(@HUMsI_oMeHa. Taxke Kpome nepeayu NpocToro TeKCTa, UMeeTcst
BO3MOKHOCTh TIepe/1aBaTh (pailiibl.

OcHOBHBIE COBETHI IO 0€30IaCHOM PadOTE C PIECKTPOHHON MOYTOM:

1. Haymo BeIOpaTh paBMIIBHBIN MTOYTOBBIN cepBHUC. B MHTEpHETE €CTh OrPOMHBIN BHIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYYILIEe JOBEPSITh TEM, KOTO 3HACUIb U KTO
IIEPBBIM B PEUTHHTE;

2. He yka3biBail B IMYHOM NoUTE JUYHYIO HH(POopManuto. Hanmpumep, jiydiie BEIOpaTh
«My3bIKaNbHbIN _(haHaT(@» nim «pok2013» BMecTo «remal3y;

3. Mcnonp3yil ABYXATAIHYKO aBTOPU3ALMIO. ITO KOT/1a IOMUMO MapoJisd HYy>KHO BBOJIUTh
KOJI, IpUChLIaeMbIil o SMS;

4. Be10Oepu CII0KHBIN 11apoiib. [[71s Kak10r0o MOYTOBOIO SIIIMKA JOJDKEH OBITH CBOM
HAJIe)KHBIM, yCTOWYMBBIN K B3JIOMY M1apOJIb;

5. Ecnu ecTb BO3MOXKHOCTB HalMcaTb CaMOMY CBOM JIMYHBIM BOIIPOC, UCIIOIB3YH OTY
BO3MO>KHOCTB;

6. McnoJib3yil HECKOJIBKO MOYTOBBIX SIIIMKOB. [IepBbIii I 4aCTHOM MEPENUCKHU C
azpecaTaMy, KOTOPBIM Thl JOBEPSEIIb. JTO 3IEKTPOHHBIN aApeC HE HA0
MCIIOJIh30BAaTh MIPH PETUCTpalMK HAa (opyMax U calTax;



7. He oTkpbIBaii (haiisibl U ApyTUE BIOKEHHS B MUCbMaX J1a)Ke €CJIU OHU MPUIIUIHA OT
TBOUX Jpy3ei. Jlydille yTouHU y HUX, OTIPABIISUIM JIU OHU TeOe 3TH (pailibl;

8. Ilocie okoH4aHus pabOTHI HAa IOYTOBOM CEPBUCE NEPE]] 3aKPHITUEM BKIIAJIKU C
caiiToM He 3a0y/lb HAKaTh Ha «BBIATHY.

KubepOyuivHr uiau BUPTyaabHOE U3EBATEIBCTBO

KubepOymiuHr — npecienoBanre cOoOIEHUIMHU, COACPKAIIUMHI OCKOPOJICHHUS,
arpeccuro, 3alyTMBaHKE; XYJIUTaHCTBO; COIIUANIBHOE OOMKOTUPOBAHKE C IIOMOILIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 10 60pHOE ¢ KHOSPOYIUTMHTOM:

1. He G6pocatics B 6oit. JIydmuii crmoco0: TOCOBETOBATHCS Kak ceOst BECTH H, €CITH HET
TOT0, K KOMY MOKHO OOpaTUThCS, TO BHaYaJe YCIIOKOUThCA. ECiu Tl HauHelb
OTBEYaTh OCKOPOJICHUSIMHI Ha OCKOPOJICHUS, TO TOIBKO €Ille OOJIbIIe PA30KKEIIb
KOH(JIMKT;

2. Yrpaisaii cBoei KuOeppenyTaimei;

3. AHOHUMHOCTH B ceTu MHUMAas. CyIIECTBYIOT CITIOCOOBI BBISICHUTH, KTO CTOUT 32
AHOHUMHBIM AKKAYHTOM,;

4. He ctouT BecTu XyJIUTaHCKUW 00pa3 BUPTyalIbHOU Ku3HU. IHTepHET (hUKCUpyeT Bce
TBOU JICHCTBUS U COXpAHSET UX. Y JAIUTh UX OYJET KpalHe 3aTpyTHUTEIHHO;

5. CobGuroail cBOM BUPTYaIbHYIO YE€CTh CMOJIONY;

6. UrHopupyit eaiMHUYHBIN HeraTuB. OJHOPa30BbIe OCKOPOUTEIBHBIE COOOIIECHUS
Jy4uie UIrHopupoBatb. OOBIUHO arpeccus MpeKpaniaeTcss Ha Ha4allbHOM CTa/IuH;

7. ban arpeccopa. B nporpamMax oOMeHa MTHOBEHHBIMH COOOIIEHUSMHU, B COITUATBHBIX
CETSAX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKH COOOILEHUI C ONPEIEIEHHBIX
aJpECOB;

8. Eciiu ThI cBUAETENb KUOEPOYIMHTa. TBOM AEMCTBUS: BHICTYIIUTH MPOTUB
MpeciaeaoBaTeNsl, IOKa3aTh EMY, YTO €T0 JACHCTBHS OLIEHUBAIOTCS HETATUBHO,
MO/IJIEPKaTh JKEPTBY, KOTOPOU HyKHA TICUXOJOTHYECKas TOMOIIb, COOOITUTh
B3pOCJIBIM O (haKTe arpeCCUBHOTO MMOBEACHUS B CETH.

MoobunbHbI# Tenedon

CoBpeMeHHbIe cMapT(OHBI U TUIAHIIETHI COJEPKaT B ce0e BITOJIHE B3POCIIbII
(GyHKIMOHAJ, U TeTIeph OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU
KOMIIBIOTEPAMHU.

OnHako, CpeaCTB 3alIUThI 1JIs MOJOOHBIX YCTPOMCTB MOKA OYEHb Mayio. TecTupoBaHue
Y MOUCK YA3BUMOCTEN B HUX MPOUCXOJIUT HE TAK MHTEHCUBHO, Kak 1is [1K, To xe
caMoe€ KacaeTcs U MOOUJIbHBIX TIPUIIOKESHUM.

CoBpemeHHbIe MOOWIIbHBIE Opay3ephl YK€ MPAKTUYECKH JOTHAN HACTOJIbHBIC aHAJIOTH,
OJIHAKO paciupeHue GyHKIIMoHaIa BICYET 32 COO0M OOIBITYIO CI0KHOCTh U MEHBIITYIO
3alIUIIIEHHOCTb.

Jlaniexo He Bce MPOM3BOUTENH BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIONINE KPUTHUECKUE
YSI3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJ1 0€30MTaCHOCTH MOOUIILHOTO TesiedoHa:

1. Huuero He siBN€TCS MO-HACTOSIIIEMY OECIUTATHBIM. Byib OCTOpOXKEH, BEh KOT1a
Tebe mpenararoT 6eCIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TIJIaTHBIC
YCIYTH;



2. Hdymaii, mpexzae uem otnpaButh SMS, hoto nwim Bumeo. Thl TOUHO 3HACIIB, TIE OHU
OyayT B KOHEYHOM HTOTE?

3. Heo0x0aumMo OOHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETO cCMapT(hoHa;

4. Vicrionb3yit aHTHBUPYCHBIC TIPOTPAMMBI JIsI MOOMITBHBIX Telle(hOHOB,

5. He 3arpy»kaii mpuaoKeHus: OT HEM3BECTHOTO HCTOYHHKA, BEJIb OHH MOTYT COACPKATh
BPEIOHOCHOE MPOTPaMMHOE 00ECTICUCHHE;

6. [Tocne TOro Kak ThI BBIWCIIH C CaiiTa, T/ie BBOAMII JTHYHYIO HHPOPMAIIHUIO, 3211 B
HACTpOIKHU Opay3epa u ynaimm COOKies;

7. Illepuoanuecku MpoBepsii Kakue MJIaTHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEDE;
8. JlaBaii cBOI1 HOMEp MOOUJILHOTO TeJiehOHA TOJIBKO JIFOASIM, KOTOPBIX ThI 3HACIIIb U
KOMY JTOBEpSICIIIb;

9. Bluetooth momken OBITH BBIKITIOUEH, KOTA ThI UM HE TOJb3yeibes. He 3a0biBait
MHOT/a IPOBEPATH ITO.

Online urpsr

CoBpeMEHHBIE OHJIAHH-UTPBHI - 3TO KPACOUYHBIE, 3aXBaTHIBAIOIINE Pa3BICUCHMS,
O00BEIMHAIOIINE COTHU THICAY YEJIOBEK 10 BceMy Mupy. rpoku uccneayror JaHHbINA UM
MU, OOILIAIOTCS APYT C IPYTOM, BBIIOJIHSIOT 3aJaHMsI, CPAKAIOTCS C MOHCTPaMH U
IIOJIYarOT OMBIT. 32 YAOBOJIBCTBUE OHU IUIATAT: MIOKYIAIOT IUCK, OIJIAYMBAOT
aOOHEMEHT WM NPUOOPETAIOT KAaKUE-TO OIMIIHH.

Bce atu cpencTBa uayT Ha NOAAEPKaHUE U PA3BUTHE UTPBI, @ TAKKE HA CaMy
0€30MacHOCTh: COBEPUIEHCTBYIOTCS CHUCTEMBI aBTOPU3ALIMH, BBIITYCKAIOTCS HOBBIE MATUX
(1M poBbIe 3aMIaTKY 17151 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmogoOHBIX Urpax CTOUT OMACaThCsl HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO KPaKU
TBOETO MapoJisd, HA KOTOPOM OCHOBAaHA CUCTEMAa aBTOPU3ALMH OOJIBILIMHCTBA UTD.
OcHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO UTPOBOTO aKKayHTa:

1. Ecin npyroit urpok BeaeT cedsi mIoXo WK co3/1aeT Tede HEMPUITHOCTH, 3a0JI0KUPYH
€ro B CIIMUCKE UTPOKOB;

2. Iloxanylica aiMAHACTPATOPaM UIPhI HAa TUIOXOE MMOBEJEHUE ITOIO UI'POKa,
KEJIATeJIbHO NPHWIIOKHUTh KaKHe-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii muunyo nHbopmMaiuio B mpodaiiie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeopuIMaIbHbIC TATYH U MOJIBI,

6. Mcnonib3yil CIOKHBIE U Pa3HBIE ITAPOJIH;

7. Jaxe BO BpeMsl UTPbI HE CTOUT OTKJIFOYaTh aHTUBHpYC. [IoKa Thl Urpaeiib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

DUIIHHT WK KpaXka JTUYHBIX JaHHBIX

OObIUHOM Kpaskeil IeHET U JOKYMEHTOB CETOIHS YK€ HUKOI'O HE yAUBHIIb, HO C
pa3sBUTHEM UHTEPHET-TEXHOJOTHH 3I0YMBIIICHHUKH TEPEMECTHIINCh B HHTEPHET, 1
MPOIOJDKAIOT 3aHUMATBCS «JTFOOMMBIMY JICIIOM.

Tak mosiBUIach HOBask yrpo3a: HHTEPHET-MOIIICHHUYECTBA MK (DUILUHT, TJIaBHAS 1EITh
KOTOPOT'O COCTOMUT B MOJTy4EeHUH KOH(PHUICHIIHATBHBIX JaHHBIX [TOJIb30BaTE/ICH —
JIOTMHOB ¥ naposieid. Ha anrmuiickom si3sike phishing untaercs xak dummar (ot fishing
— pBIOHAs JIOBJISL, PASSWOrd — mapoJib).



OcHOBHBIE COBETHI 110 O0PHOE C PUILIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciin Thl T0103peBacliib, 4YTO TBOS aHKETa Obliia
B3JIOMaHa, TO HEOOX0IMMO 3a0JIOKUPOBATh €€ U COOOIIUTH aAMUHHUCTPATOpam
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Ucnonb3yi O6e3o0macHble BeO-CaliThl, B TOM YHCJIE, UHTEPHET-Mara3uHoB U
IIOUCKOBBIX CUCTEM;

3. Mcnonp3yil CloKHBIE U pa3Hble Mapoiau. TakuM o0pa3om, eciau Te0s B3IOMAaroT, TO
3NMOYMBIIIJICHHUKY TMOJIYyYaT JOCTYH TOJIBKO K OJHOMY TBOEMY MPOQUIIIO B CETH, a HE
KO BCEM;

4. Ecnu Te0st B3nOMalld, TO HEOOXOAUMO NPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE JJOOABJICHBI Y TEOS B IPY3bsIX, O TOM, YTO TEOS B3JIOMaIH U, BO3MOKHO, OT
TBOETO UMEHH OyJIET pacChUIAThCS CIaM U CChUTKU Ha (DUIIIMHTOBBIC CANTHI;

5. YcranoBu Haaexuslii napoib (PIN) Ha MOOHIIbHBIN TenedoH;

6. OTKII04YM cOXpaHEHHE MapoJs B Opaysepe;

7. He oTkpbiBail Qaiinel v Apyrue BIOKEHHUS B MHUCbMaxX Ja)Ke €CJIM OHU MPUILLIN OT
TBOUX Jpy3ei. Jlydile yTouHU y HUX, OTIPABIISUIM JIM OHU TeOe ITH (ailibl.

[udposas penyranus

[udposas penyraius - 3TO HETaTUBHAS WM MTO3UTHUBHAS HH(POPMAIIHS B CETH O TeOe.
KommnpomeTupyromas nuaopmarivs pazMeilieHHas B MHTEPHETE MOXKET CEPbe3HbIM
0o0pa3oM OTpa3UThCs Ha TBOEH peanbHOM xu3HU. « [ {udpoBas penyramus» - 3To TBOU
UMUK, KOTOPBIA popMupyercs u3 nHpopMalu o0 Tede B UHTEPHETE.

TBOE MeCTO KUTENbCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH
XapaKTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAILJIMBAETCS B CETH.

MHorue noApOoCTKH JIETKOMBICIICHHO OTHOCSATCS K IMTyOJIMKAlMK JIMYHON UH(pOpMAaIUHU B
NutepHeTe, HE MOHMMAas BO3MOKHBIX MOCAEACTBUM. ThI Jaxe He CMOXKEIIb J0TalaThCs
0 TOM, uTo doTorpadusi, pazmerieHHas 5 JeT Ha3aj, cTajla MPUYUHON OTKa3a MPUHSTH
TeOs Ha padoTy.

KommenTtapuu, pazmernienue TBoux hororpaduii u Apyrue 1eUCTBUSI MOTYT HE
HCUYE3HYTh JAXKE MOCIE TOTO, KaK Thl UX YJadullb. Thl HE 3HACIIb, KTO COXPAHUI 3Ty
uH(dOopMaIuio, momnaa Ju OHA B OMCKOBBIE CUCTEMBI M COXPAHWJIACH JIU OHA, a
TJIaBHOE: YTO MOYMAIOT O Te0e OKpYXKalollee 01, KOTOPhIE HAWIYT U YBUIAT ITO.
Haiitu nadopmaruio MHOTO JIET CITyCTS CMOXET JIFOOOM - Kak U3 J0OPHIX MOOYKICHUH,
TaK U C HAMEPEHUEM PUUYUHUTH BPeJl. DTO MOXKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI IO 3aIIMTE HUPPOBOM permyTalUu:

1. TTomymait, mpexe 4em 4To-TO MyOJUKOBATh U MepeiaBaTh y ceOs B Ojiore Uiiu B
COILIMAJILHOM CETH;

2. B HacTpoiikax npoduiisi yCTaHOBH OTpaHUYEHHUS Ha IPOCMOTP TBOETO MPOdUIIS U €T0
COIEPKUMOT0, CIIeJIall €r0 TOJBKO «IJIs IPY3En»;

3. He pasmemaii u He yka3biBaii nH()OpMaIHIO, KOTOPask MOXKET KOT0-THO0 OCKOPOIISAThH
WJTN OOMXKAaTh.

ABTOpCKOE TTpaBo

CoBpeMeHHbIE MIKOJIbHUKU- AKTUBHBIE TIOJI30BaTENH LU(POBOrO MPOCTPAHCTBA.
OpHako JaeKko He BCe 3HAIOT, YTO MOJIb30BAHUE MHOTHMHU BO3MOXKHOCTSIMHU LIU(PPOBOTO
Mupa TpeOyeT coOIIt0IeHuUs IPaB Ha UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.



TepMuH «MHTEIIEKTYaTbHAS COOCTBEHHOCTE» OTHOCUTCS K Pa3JIMYHBIM TBOPECHUSM
YeJIOBEYECKOT0 yMa, HAaYWHAasl C HOBBIX N300pETEHUI 1 3HAKOB, 0003HAYAIOIIHX
COOCTBEHHOCTD Ha MPOJYKTHI U YCIIYTH , ¥ 3aKaHIMBasi KHUTaMH, (OTOrpadusiMH,
KUHO(UIEMaMH ¥ MYy3bIKaJIbHBIMU TIPOU3BEACHUSIMH.

ABTOpCKHE MpaBa - 3TO IpaBa Ha HHTEIUIEKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHUS
HAYKH, JTJUTEPATYPbl U KCKYCCTBA. ABTOPCKHE MPaBa BBICTYIMAIOT B KAYECTBE TapaHTHU
TOTO, YTO HHTEIUICKTYaJIbHBIH/ TBOPUECKHUI TPy aBTOpa HE OYIET HAIIPACHBIM, 1aCT MY
CTIpaBeIMBbIC BO3MOKHOCTH 3apad0oTaTh Ha PEe3yNIbTaTax CBOETO TPY/a, HOTYIUTh
W3BECTHOCTH ¥ Nipu3HaHue. HukTo 6e3 paspenieHus: aBTopa He MOKET BOCITPOU3BOIUTh
ero MPOU3BEJCHNE, PACIPOCTPAHSITH, TyOJINIHO IEMOHCTPUPOBATH, IPOIABATH,
UMIIOPTHPOBATH, IIyCKATh B MIPOKAT, MyOJIMYHO UCTIOIHSTh, TIOKAa3bIBATH/UCIIOHSATH B
adupe unm pasmeniath B UHTepHere.

Hcnonb3oBaHue (IIHUPATCKOr'0» IIPOrpaMMHOIO 00eCIICUeHUS MOKET IMPUBCCTHU K
MHOI'MM pUCKaM: OT IIOTCPH AAHHBIX K TBOUM dAKKAayHTaM 10 6J'IOKI/IpOBKI/I TBOCTO
YCTPOﬁCTBa, Tac YCTaHOBHCHHBIﬁ HC JICTaJIbHAA IIporpamMma. He cTrout Takxe 336I>IBaTI>,
4TO CYmCCTBYCT JICTAJIbHBIC U OecriaTHBIE IIporpaMmal, KOTOPBIC MOJKHO HaWTU B CETH.

O noptane

CeteBU4OK.p( - TBOI IJIaBHBIN COBETUMK B CETH. 37€Ch Thl MOXKEIIIb Y3HATH O
0€30MacCHOCTH B CETH MTOHSATHBIM M JIOCTYITHBIM SI3BIKOM, a TIPH BOZHUKHOBEHUH
KPUTHYECKON CUTYaIMH OOPATUTHCS 32 COBETOM. A TaK)Ke MPUHATH yUIaCTHE B
KOHKYpCax M CTaTh CaMbIM ITU(DPOBBIM TPaKTaHIHOM !



